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THUAT NGU, TU VIET TAT

STT Tir viét tat Nghia diy di

1 |CNTT Cong nghé thong tin

2 | CSDL Co s¢ dir licu

3 |HSbXCb Hb so dé xuét cap do

4 |LAN Mang ndi bd

5 | WAN Mang tin hoc di¢én rong

6 | VPN Vitural Private Network

7 | DMZ Vung mang phi quan su

DANH MUC CAC BANG

Bang 1. Danh muc cac tng dung/dich vu cung cap boi hé thong.....................

Bang 2. Quy hoach dia chi IP cac ving mang trong hé théng..........................

DANH MUC CAC HINH VE, PO THI

Hinh 1. Ciu traic 10gic cia hé thONE ........ovoveeeeeeeeeeeeeeeeeeeeeeee e

Hinh 2. K&t ndi VAt 1§ cla hé thONE ......vevoeeeeeeeeeeeeeeeeeeeee e




PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN
1. Thong tin Chii quan hé thong thong tin
Tén T6 chirc: BENH VIEN MAT - DA LIEU TINH CA MAU
- Quyét dinh s6 3264/QD-SYT, ngay 15/10/2020 cua SO Y té vé viéc Quy
dinh chirc nang, nhiém vu, quyén han va co ciu té chic ciia Bénh vién Mit- Da
liéu tinh Ca Mau.
- Nguoi dai dién: Huynh Trung Lam; chtc vu: Giam doc.
- Pia chi: S6 27, duong Hai Thuong Lan Ong, Khom 6, Phuong Hoa
Thanh, tinh Ca Mau.
- Thong tin lién hé: S6 dién thoai: 02903 831127
2. Thong tin Pon vi van hanh
- Tén don vi van hanh: Phong Cong ngh¢ thong tin
- Quyét dinh sé 47/QD-BVMDL ngay 20/06/2025 cta Bénh vién Mit-Da
1idu tinh ca Mau vé viéc thanh 1ap t6 Cong nghé thong tin.
- Nguoi dai dién: Lé Minh Nhut, Chire vu: To truong T6 Cong nghé thong
tin.
- Pja chi: S 27, dwong Hai Thugng Lan Ong, Khém 6, Phuong Hoa Thanh,
tinh Ca Mau.
- Thong tin lién hé: S6 dién thoai 0839 938 682
3. Mo ta pham vi, quy mo cta hé thong
- Pham vi, quy md ctia Hé thong thong tin: Hé thong thong tin phuc vu hoat
dong ndi bd ctia Bénh vién va cé xur 1y thong tin riéng, thong tin cad nhan ctia nguoi
dung nhung khong xtr 1y thong tin bi mat ctia nha nudc; hé théng co so ha tang
cong nghé thong tin phuc vu hoat dong cua Bénh vién.
- Poi tuong phuc vu cua h¢ théng: Can bo, nhan vién y té, nguoi lao dong
cua Bénh vién va ngudi bénh.
- Danh muc cac hé thdng thong tin thanh phan/cac dich vu duge cung cap
boi Hé théng:
+ Phan mém dit lich kham chita bénh Online
+ Phan mém quan 1y bénh vién (HIS)
+ Hé thong quan 1y xét nghiém (LIS)
+ Hé thong chan doan hinh anh (PACS)

+ Hé théng Quan 1y van ban va Diéu hanh
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+ Bénh 4an di¢n tu (EMR)

+ Hé thong chit ky sb

+ Co s6 ha ting cong nghé thong tin
4. MO ta cdu trac caa hé thong

4.1. So dd logic tong thé

ow Web,/Apg

Ving manae hign

2T

Lo SERVER FARKY

W
DB Server

=W E—_—

May Tram

Hinh 1. Ciu trac logic ctia hé thong

Céac ving mang duoc thiét ké nhu sau:

- Vung mang bién dugc dit cac thiét bi Router, Firewall dé két n6i hé théng
ra cdc mang bén ngoai va mang Internet.

- Ving DMZ dit cac may chu coéng cong, cung cap dich vu ra bén ngoai
Internet.

- Vung may chu ndi bd (Server Farm) dat cac may chu noi b, may chu co
sO dit liéu, cung cap cac dich vu/chuyén nganh cho ngudi sir dung trong hé thdng.

- Vung mang LAN: dat cadc mdy tram va céc thiét bi ngoai vi dé két ndi hé
théng dich vu cia Bénh vi¢n, truy cap mang Internet.



4.2. So d0 két noi vat ly

mmmmm

Hinh 2. Két ndi vat 1y cta hé thong

4.3. Danh muc thiét bi sir dung trong hé thong
STT Tén”thiét b%/ Vi tri t%'ién Muc dich si dung
Chung loai khai
Két n6i hé théng véi cac mang bén
i Router iGate Ving mang | ngoai; lam mat toan bo két nbi t6i
GW240-H bién cac mang bén ngoai hé théng khi
gdp su ¢0
) Vung mang | Quan ly truy cdp vao/ra va bao vé
2 Firewall n . \ . A1
bién vung DMZ; Vung may chu ndi bo.
3 SW D-Link DGS- Vung mang | Thiét bi dinh tuyén két nbi ving
1024C DMZ DMZ
, | SWD-Link DGS- | Ving méy chi Thiét bi dinh tuyén quan 1y, két ndi
1024C noi bo vung may chu ndi bo
Thiét bi dinh tuyén quan 1y, két ndi
SW D-Link DGS- | Vung mang tai | _, i ] ' 1 },/en qtlanA ,y’A © n ol
5 o~ =7 | dén cac vung may chu ndi bd, ving
1024C cac toa nha

DMZ




Database Server

Vu iy cht .
6 | (may chi 4o va may ungf,ny “M | Luu trit CSDL cita hé théng
ndi bd
chu vat ly) T
Bang 1. Danh muc thiét bi sir dung trong hé thdng
4.4. Danh muc cac vng dung/dich vu cung cip béi hé thong
. May chii/Ung dung cai dit/Vung , .
STT | Tén dich vu Muc dich st dung
mang/HDH
Web Server (Vat ly)/Cai dat Web-
. . App/Vung DMZ/Window Server . .
Phan mém 2016 Cai dat phan mém
1 | datlich kham o . ._ |dang ki kham bénh
bénh Online Database Server (May Ao)/ Cai dat Online
Oracle server 11gR2/Vung may
chu ndi bd/Linux
App Server (May ao)/Cai dat| = . R
s App/Vung  may chi  noi Ca} da‘f phAan m.eAm
Phén mém bo/Window Server 2019 quan ly bénh vién
2 | quan ly bénh o . ._ |phuc vu cong tac
vién (HIS) Database Server (May Ao‘)/ Cai d,at kham chita bénh cho
Oracle server 11gR2/Viung may ngudi bénh
chu ndi bd/Linux
App Server (May do)/Cai dat
o App/Vung  may chi  noi o .
H¢ thong bo/Window Server 2016 Quan 1y xét nghi¢m
3 quan ly xét ' o . ._ |phuc vu cong tac
nghiém (LIS) Database Server (May Ao)/ Cai dat kham chita bénh
SQL Server 2014/Vung may chu
no1 bo/Linux
o Web Server (May 40)/Cai dat Web-
I_}Iﬁ th(;)n’g App/Vung DMZ/Ubuntu 18.04 Quan Iy hé théng hinh
chan doan , ) . )
4 1. Database Server (May Ao)/ Cai dat | anh phuc vu cong tac
hinh anh , A
(PACS) Mysql mariadb Server 10/Vung | kham chira bénh

may chu nd1 bd/Ubuntu 18.04




Web Server (Vit ly)/Cai dat Web-
Hé théng | App/Vung  may  cha  ndi o 7
Quan Iy van | b0/Windows Server 2012 Phyc vacong tac quan
5 bin v Did ly, diéu hanh va xur ly
n 1 Ae 1v o
a V‘a €U | Database Server (Vat 1y)/ Cai dat van ban tai Bénh vién
hanh IBM Domino Server/Vung may
chu no1 bd/Windows Server 2012
App Server (May ao)/Cai dat| o
App/Vung  may chi  noi H(A) S0 ‘t'>¢nt‘1 an du:qi:
Bénh an dién | b0/Window Server 2019 h1‘en thi va lu'u j[ru’
6 tu: (EMR)- o .. ._ | bang phuong tién dién
Database Server (May Ao‘)/ Cai d,at tir (dang trién khai thir
Oracle server 11gR2/Vung may nghiém tai 03 khoa)
chu ndi bd/Linux
App Server (May d&o)/Cai dat
App/Vung may chi noi bd/CentOS | Sir dung thay thé chi
7 Heé thdng chir | Linux 7 ky tay trong cong tac
ky s0 Database Server (May Ao)/ Cai dat | khdm chira bénh va
MySql Server/Vung may chu noi | thanh toan vién phi
bo/CentOS Linux 7
Hé thong Hé thong co s& ha
g mang ndi bo - tang thong tin phuc vu
LAN cua hoat dong cua Bénh
Bénh vién vién
Bang 1. Danh muc cac tmg dung/dich vu cung cap bdi hé théng
4.5. Quy hoach dia chi IP cic viing mang trong hé thong
STT Vung mang IP Private IP Public
1 | Vung may DMZ
2 | Vung may chu ndi bd 192.168.1.x 113.161.220.206




STT

Vung mang IP Private

IP Public

192.168.1.1 (hoac

3 | Vung mang bién dia chi Default 113.161.220.206
Gateway)
4 | Ving mang ndi bd 192.168.1.x 113.161.220.206
Bang 2. Quy hoach dia chi IP cac viing mang trong hé thng
PHAN II. THUYET MINH CAP PO PE XUAT
5. Danh muc hé thong thong tin va cap d dé xuat
. Cap do s 2
STT Hg¢ thong :‘ P :') Can cir dé xuat
deé xuat
| Phan mém dit lich kham 5 Khoan 2 Piéu 8 Nghi dinh
bénh Online 85/2016/NDb-CP
5 Phan mém quan 1y bénh vién 5 Khoan 1 Piéu 8 Nghi dinh
(HIS) 85/2016/ND-CP
3 Hé thdng quan 1y xét nghiém 5 Khoan 1 Piéu 8 Nghi dinh
(LIS) 85/2016/ND-CP
, | He thdng chan doan hinh anh 5 Khoan 2 Piéu 8 Nghi dinh
(PACS) 85/2016/ND-CP
5 Hé théng Quan ly van ban va 5 Khoan 1, Diéu 8 Nghi dinh
Piéu hanh s0 85/2016/NP-CP
Khoan 1 Piéu 8 Nghi dinh
6 | Bénh an dién tir (EMR 2 -
enh an dién tr (EMR) 85/2016/ND-CP
, , Khoan 1 Piéu 8 Nghi dinh
7 | Hé thong chir ky s6 2 a
¥ MOUS ARy 50 85/2016/ND-CP
g Hé¢ théng mang ndi bo - LAN 5 Khoan 3 Diéu 8 Nghi dinh
cua Bénh vién 85/2016/NDb-CP




6. Thuyét minh dé xuit cap do doi véi hé thong thong tin

Hé théng quan 1y va diéu hanh thong tin tai Bénh vién dugc xay dung dé
phuc vu hoat dong cuia Bénh vién: trao ddi, quan ly, diéu hanh, phuc vu cong tac
kham chira bénh, x1r Iy cong viéc trén moi treong mang. Can cir theo quy dinh tai
Khoan 1, 2, 3 Diéu 8 Nghi dinh 85/2016/ND-CP, hé théng nay duogc dé xuat cép
do 2.

PHAN IIL. THUYET MINH PHUONG AN BAO PAM
AN TOAN HE THONG THONG TIN

I. Thuyét minh phwong an vé quan Iy bao gdm cac ndi dung sau:
1. Thiét 1ap chinh sach an toan thong tin

2. T6 chirc bao dam an toan thong tin

3. Bao dam ngudn nhan lyc

4. Quan ly thiét ké, xdy dung hé thong

5. Quan Iy van hanh hé thong

- Quan ly an toan mang

- Quan ly an toan may chu va ing dung

- Quan 1y an toan dir li¢u

- Quan 1y su ¢ an toan thong tin

- Quan 1y an toan ngudi sir dung dau cudi.

6. Phuong an Két thuc van hanh, khai thac, thanh 1y, hity bo
I1. Thuyét minh phwong 4n vé k§ thuit bao gdm cac ndi dung:
1. Bdo dam an toan mang

1.1. Thiét ké hé thong

1.2. Kiém soat truy cap tir bén ngoai mang

1.3. Kiém so4t truy cap tir bén trong mang

1.4. Nhat ky hé thong

1.5. Phong chong xam nhap

1.6. Bao vé thiét bi hé thdng

2. Bao dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cap
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2.3. Nhat ky hé thong

2.4. Phong chdng xam nhap

2.5. Phong chdng phan mém ddc hai
2.6. Xtr Iy may chu khi chuyén giao
3. Bdo dam an toan irng dung

3.1. Xac thuc

3.2. Kiém soat truy cép

3.3. Nhat ky hé thong

3.4. An toan Gng dung va mi ngudn
4. Bao dam an toan dir li€u

4.1. Bao mat dir liéu

4.2. Sao luu dy phong

Trén co sé d6, thuyét minh phuong an bao dam an toan thong tin cho Hé
théng quan Iy va diéu hanh thong tin bénh vién s& bao gdm cac thuyét minh thanh

phan sau:
, Cip d aé )
STT H¢ thong P :') ¢ Noi dung thuyét minh
xuat
Thuyét minh ph An dap (
1 Auye‘: 1’1’111’{ p, uong an dap tng 5 Phy luc I
yéu cau quan ly
Thuyét minh ph in dép 0
5 uyet minh phuong an dap trng 5 Phu luc IT

yéu cau ky thuat
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PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN

THONG TIN VE QUAN LY VOI CAP PO 2

1. Thiét 1ap chinh sich an toan thong tin

1.1. Chinh sach an toan thong tin

Yéu cau

Xay dung chinh sach an toan thong tin

Hién trang

Bénh vién thyc hién theo Quy ché Bao dam an toan thong tin
mang trong hoat dong tng dung CNTT cua nganh y té Ca Mau
(duoc Bénh vién Mit — Da liéu tinh Ca Mau ban hanh tai Quyét
dinh 6 ..../QD-BV ngay ../../....).

Phwong an

1. Quan ly an toan mang;:

a) Hé thong mang dugc thiét ké thong nhét, duge quan 1y dinh
danh, xac thyc ddi véi tat ca ngudi st dung nhim muc dich quan
1y va bao ddm an toan va bao mat.

b) Hé théng mang LAN duoc bao vé bang tuong lira va phan chia

hé thong mang thanh cac VLAN quan 1y theo chinh sach an toan

thong tin riéng.

¢) Mang khong day (WIFI), can thiét lap cc thong sb an toan va
dinh ky it nhat 3 thang thay d6i mat khau truy cdp nham ting
cudng cong tac bao mat. Hé thong mang khong day phai duoc bao
vé boi mat khau an toan.

2. Quan ly an toan may chu va irng dung:
a) May chii duoc thiét 1ap chinh sach xac thuc va kiém soat truy
cap. Cac hé théng thong tin cin co6 phuong an gidi han s6 lan
dang nhap, tu dong khoa tam thoi tai khoan khi lién tuc dang
nhap sai vuot qua s6 1an quy dinh. T6 chirc theo ddi, giam sat tat
ca cac phuong phap diang nhap tir xa, nhat 13 cac truong hop ding
nhap vao hé théng véi muc dich quan tri.

b) Kiém tra, giam sat cac hoat dong lién quan dén cac noi luu trix

mat khau va canh bao khi c6 nhitng hanh dong bat thudng (Vi

du: user khong c6 quyén nhung cd tinh truy xuat dén cac file luu

mat khau...).

3. Quan ly an toan dir li¢u:

a) Co co ché sao luu dir lidu du phong, luu trit dit liéu tai noi an

toan dong thoi thuong xuyén kiém tra ¢& dam bao sin sang phuc
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hoi nham ngin ngira va han ché khi sy ¢6 an toan thong tin mang
xay ra. Dit liéu trén may chi dugc sao luu thong qua hé thong
sao luu dir liéu.

b) Pinh ky hodc khi c6 thay doi cAu hinh trén hé thong thuc hién
quy trinh sao luu du phong: tp tin cdu hinh hé thdng, ban dy
phong h¢ diéu hanh may chu, CSDL; dit li¢u, thong tin nghiép vu
va cac thong tin, dit liéu quan trong khéc trén hé théng theo yéu
cau ctia don vi van hanh.

¢) Quyén truy cap phai duoc phan ra theo tirng cap do twong Gng
voi timg nhiém vy ctia nhan vién va phai duoc phé duyét tir cap
trén.

4. Quan 1y an toan ngudi sir dung dau cudi:

a) Viéc st dung céc thiét bi luu trit ngoai nhu 6 ctimg di dong,
cac loai thé nhd, thiét bi luu trit USB,... phai thuong xuyén quét
Virus trude khi doc hodc sao chép dir lidu.

b) Khong str dung cac may tinh thudc s& hitu ¢4 nhan (may xach
tay ctia ca nhan, PDA) hodc nhirng thiét bi luu trit di dong c4 nhan
vao muc dich kinh doanh cta cong ty. Han ché tdi da viéc str dung
cac thiét bi luu trit ngoai dé sao chép, di chuyén dit liéu.

¢) Cac thiét bi dau cudi khi két ndi phai duoc quan 1y va cap
nhat thong tin (tén, ching loai, dia chi MAC, dia chi IP). Can sir
dung co ché xac thuc va sir dung giao thirc mang an toan

d) T6 CNTT thuong xuyén theo ddi, kiém tra cac 16 hong bao
mat va quan 1y két ndi, truy cap khi str dung thiét bi dau cudi tir
Xa.

) T6 CNTT huy bo quyén truy cap vao hé thong thong tin, thu
hoi lai tit ca cac tai san lién quan toi hé thong thong tin cua Bénh
vién (khod, thé nhan dang, thu muc luu trir, thu dién tir cong vy,
may vi tinh, tai khoan truy cap hé thong) khi can bo, vién chiic va
nguoi lao dong chuyén cong tac, nghi huu hoic chidm dut lao dong
hop dong.

f) T6 CNTT thuong xuyén theo ddi cAu hinh tdi vu va ting cudng

bao mat (cing hoa) cho may tinh nguoi st dung va thuc hién quy
trinh trudce khi dua hé thong vao sir dung.
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1.2. Xdy dung va cong bod

Yéu cau

Quy dinh vé xay dung va cong bd Quy ché bao dam an toan thong
tin

Hién trang

Bénh vién thuc hién theo Quy ché Bao dam an toan thong tin
mang trong hoat dong tmg dung CNTT cta nganh y té tinh Ca
Mau (duoc Bénh vién Mat — Da liéu tinh Ca Mau ban hanh tai
Quyét dinh s6 ..../QD-BV ngay ../../...)).

Phwong an

S Y té tinh Ca Mau d xay dung va cong bd Quy ché bao dam
an toan théng tin cho nganh y té Ca Mau

1.3. Ra

soat, swra doi

Yéu cau

Co6 quy dinh vé viéc ra soat, stta d6i Quy ché bao dam an toan
thong tin

Hién trang

Quy ché Bao dam an toan thong tin mang trong hoat dong ung

dung cong ngh¢ thong tin cua nganh y té tinh Ca Mau (dugc Bénh

vién Mat — Da lidu tinh Ca Mau ban hanh tai Quyét dinh sb
.../Qb-BV ngay ../../....).

Phwong an

Ra so4t, sira d6i Quy ché bao dam an toan thong tin:

1. Pinh ky hodc khi ¢ thay d6i Quy ché bao dam an toan thong
tin kiém tra lai tinh phu hop va thuc hi¢én ra soat, cap nhat, bo
sung.

2. Trong qua trinh thyuc hién Quy ché, néu c6 van dé vudng mic,
phat sinh, cac don vi phan anh kip thoi vé Vin phong S¢ Y té dé
tong hop bao cao Lanh dao sé xem xét didu chinh, bo sung.

2. T6 chirc bao dam an toan thong tin

2.1. Pon vi chuyén trach vé an toan thong tin

Yéu cau

T6 CNTT, Bénh vién Mit — Da liéu Tinh Ca Mau chuyén trach
vé an toan thong tin tai Bénh vién

Hién trang

B¢ phan chuyén trach vé an toan thong tin (Tham chiéu diéu 16
Quy ché bao dam an toan thong tin mang trong hoat dong ing
dung cong nghé thong tin nganh y tée Ca Mau)
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Phwong an

Giao T6 CNTT, Bénh vién Mt — Da lidu Tinh Ca Mau 1a bo phan
chuyén trach vé ATTT cho Hé théng quan 1y va diéu hanh thong
tin tai Bénh vién Mat — Da 1iéu Tinh Ca Mau.

2.2. Phéi hop véi nhirng co quan/td chire c6 tham quyén

2.2.1. C6 dau méi lién hé, phoi hop véi cic co quan, td chirc 6 thaim
quyén quan 1y vé an toan thong tin

Yéu cau

C6 dau moi lién hé, phoi hop voi cac co quan, to chirc ¢6 tham
quyén quan ly vé an toan thong tin

Hién trang

Tham chiéu Piéu 16 Quy ché bao dam an toan thong tin mang
trong hoat dong ing dung cong ngh¢ thong tin nganh y té¢ Ca Mau

Phwong an

Bénh vién DPa khoa tinh giao Phong Cong nghé thong tin 1a dau
mdi lién hé, phdi hop voi S6 Y té, Cong an tinh, S& Thong tin
va Truyén vé an toan thong tin phuc vu viéc bao dam an toan,
an ninh mang cho Hé théng quan 1y va diéu hanh thong tin tai
Bénh vién Mt — Da liéu Tinh Ca Mau.

2.2.2. Cé dau mdi lién hé, phdi hop véi cac co quan, to chire trong cong
tac hd tro diéu phoi xir Iy sw ¢6 an toan thong tin

Yéu cau

Co6 dau moti lién h¢, phoi hgp véi cac co quan, to chirc trong cong
tac ho trg diéu phoi xir 1y su c6 an toan thong tin

Hién trang

Tham chiéu Diéu 16 Quy ché bao dam an toan thong tin mang
trong hoat dong tmg dung cong nghé thong tin nganh y t&€ Ca Mau

Phuong an

T6 CNTT lam dau méi, t6 chire thuc hién viée tiép nhan va xt Iy
cac su ¢b vé an toan thong tin ctia Hé thong thong tin.

2.2.1. Tham gia cac hoat dong, cong tic bio dim an toan thong tin khi
¢6 yéu cau ciia to chirc ¢6 thAm quyén

Yéu cau

Tham gia cac hoat dong, cong tdc bado dam an toan thong tin khi
¢6 yéu cau cia to chirc ¢6 thim quyén

Hién trang

Dép tng (Tham chiéu Piéu 15 va Diéu 16 Quy ché bdo dim an
toan thong tin mang trong hoat dong ung dung cong nghé thong
tin nganh y té Ca Mau)

Phuong an

Tham gia cac hoat dong, cong tdc bao dam an toan thong tin khi
¢6 yéu cau cia to chirc ¢6 thim quyén
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3. Bao dam nguon nhan luc

3.1. Tuyén dung

C6 quy dinh vé tuyén dung can bd va diéu kién tuyén dung can

Yéu cau R
bo

Dép tmg mot phan (Pd c6 cdn b chuyén trdch bdo dam an todn
Hién trang | thong tin mang cua Bénh vién. Tuy nhién, trong Quyét dinh tuyén
dung hodc hop dong lao dong chwa co quy dinh trach nhiém)

B6 sung Quy dinh vé tuyén dung can bo va diéu kién tuyén dung:

a) Quy dinh cén bo duogc tuyén dung vao vi tri lam vé an toan
thong tin co trinh o, chuyén nganh vé linh vuc cong nghé thong

Phwong an | . N \ et R
g tin, an toan thong tin, phu hop vaéi vi tri tuyén dung.

b) C6 chuyén gia trong linh vuc danh gia, kiém tra trinh do
chuyén mon phu hop véi vi tri tuyén dung.

3.2. Trong qua trinh lam viéc
3.2.1. C6 quy dinh vé viéc thwe hién ndi quy, quy ché bao dim an toan
thong tin cho ngwoi sir dung, can by quan 1y va van hanh hé thong

s C6 quy dinh vé viéc thuc hién ndi quy, quy ché bao dam an toan
Yeéu cau A - LA a1 A 1s A+l A
thong tin cho nguo1 st dung, can bo quan 1y va van hanh hé thong

Dép Gng (Tham chiéu Diéu 15 Quy ché bao dam an toan théng
Hién trang | tin mang trong hoat dong ving dung cong nghé thong tin nganh y
te Ca Mau,).

Quy dinh vé viéc thyc hién bao dam an toan thong tin trong qua
trinh lam viéc:

Trach nhiém bao ddm an toan thong tin cho can bg quan ly va van
hanh hé thong

Phuong 4n a) Can bo chuyén trach phai thiét 1ap phuwong phap han ché truy
cap mang khong day, giam sat va diéu khién truy cap khong day,
t6 chire st dung chimg thuc va ma hoa dé bao vé truy cap khong

day t6i hé thong thong tin.

b) Can bo chuyén trach phai t6 chirc quan 1y dinh danh dbi véi tat
ca nguodi dung tham gia st dung hé théng thong tin.
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¢) Cac co quan, dia phuong va cdc to chirc, c4 nhan tham gia sir
dung cac dich vu ctia hé thdng phai tuan thu cac quy dinh vé bao
dam an toan, an ninh thong tin va chiu trach nhi¢m dbi véi moi
hoat dong trén tai khoan truy cap cua minh di dugc cip trén hé
théng.

3.2.2. C6 ké hoach va dinh ky hang niim t6 chirc pho bién, tuyén truyén
nang cao nhin thirc vé an toan thong tin cho ngwoi sir dung

o C6 ké hoach va dinh ky hang nam t6 chirc phd bién, tuyén truyén
Yeéu cau . R . x A AL o
nang cao nhan thirc vé an toan thong tin cho nguoi st dung

Hién trang | Dap Ung

- Cir can bo chuyén trach CNTT tham gia cac chuong trinh dién
tap, tap hudn vé an toan thong tin do cic co quan chirc ning to
chuec.

Phwong an | - C4c thong tin tuyén truyén, pho bién kién thirc vé an toan thong
tin phai duoc pho bién dén 100% céan b, vién chirc va ngudi lao
dong trong co quan trén Phin mém Quan 1y vin ban va Diéu
hanh.

3.3. Cham durt hoic thay doi cong viée

a) Can bo cham dut hodc thay doi cong viéc phai thu hoi thé truy cap, thong
tin dwoc luu trén cac phwong tién luu triY, cac trang thiét bi may moc, phan ctng,
phan mém va céc tai san khac (néu c6) thudc sé hitu cia to chc.

Yéu cdu | C6 quy dinh d6i v6i can bo nghi hodc thay doi cong viéc

Hién trang | Dap Ung

- Can b9, vién chure, nguoi lao dong nghi viéc hodc thay doi cong
viéc phai thu hdi cac tai khoan, quyén truy cap hé thong, cac trang
thiét bi, phan cimg, phan mém va céc tai san khac (néu co) thudc
s hitu cua Bénh vién.

Phuong an ,
- Phong To6 churc can bg, Truong cac phong, khoa, trung tam co
trach nhiém phéi hop véi T6 CNTT trong viée thu hoi tai san, tai
khoan, quyén truy cép cta can bd, vién chirc va ngudi lao dong
nghi viéc hoic thay dbi cong viéc.
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b) C6 quy trinh va thue hién vo hiéu héa tit ca cac quyén ra, vao, truy cap
tai nguyén, quan tri hé thong sau khi can bo thoi viéc.

Yéu cau

Cé6 quy trinh va thyuc hién vo hi€u hoa tat ca cac quyén ra, vao,
truy cap tai nguyén, quan tri hé thong sau khi can bo théi viéc.

Hién trang

Dap tng (Tham chiéu Piéu 8 Quy ché bdo dam an toan théng tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té
Ca Mauy).

Phuong an

Can bd quan tri phai vo hi€u hoa tat ca cac quyen ra, vao, truy
cap tai nguyén, quan tri h¢ thong sau khi can bo thoéi viéc.

4. Quan ly thiét ké, xay dung hé thong thong tin

4.1. Thiét ké an toan hé thong thong tin

4.1.1. C6 tai liéu md ti quy md, pham vi va doi twong sir dung, khai
thac, quan 1y vin hanh hé thong théng tin

Yéu cau

C6 tai liéu mo ta quy mo, pham vi va ddi tuong st dung, khai
thac, quan 1y van hanh hé théng thong tin

Hién trang

Dép tng (Tham chiéu Piéu 2, Piéu 6, Diéu 8 Quy ché bdo dim
an toan thong tin mang trong hoat dong ung dung cong nghé
thong tin nganh y té Ca Mauy).

Phuwong an

Thiét ké an toan hé thong thong tin

Yéu cau phai ¢6 tai liéu mé ta quy mo, pham vi va d6i tuong st
dung, khai thac, quan 1y van hanh hé thong thong tin.

4.1.2. C6 tai liéu mo ta thiét ké va cac thanh phan ciia hé thong thong

tin

Yéu cau

Co tai liéu mo ta thiét ké va cac thanh phan cta hé thong thong
tin

Hién trang

Tham chiéu Piéu 2, Diéu 6, Diéu 8 Quy ché bao dam an toan
thong tin mang trong hoat dong (mg dung cong ngh¢ thong tin
nganh y t¢ Ca Mau.

Phwong an

Tham muu Lanh dao bénh vién phé duyét tai liéu mé ta thiét ké
va céc thanh phan ctia hé thong thong tin.
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4.1.3. C6 tai liéu mé ta phwong an bao dam an toan thong tin theo cip
do

C6 tai liéu md ta phwong an bao dam an toan thong tin theo cap

Yéu cau R
do

Hién trang | Dap ung

.| Phuong an bao dam an toan thong tin theo cip do duoc mo ta tai
Phwong an TN
Phu luc II tai liéu nay.

4.1.4. C6 tai liéu mo ta phwong an lya chon giai phap cong nghé bao
dam an toan thong tin

s Co tai liéu mo ta phuong an lua chon gidi phap cong nghé bao
Yeéu cau , . A
dam an toan thong tin

Tham chiéu Diéu 8, Piéu 9, Diéu 10, Piéu 11, Diéu 12 Quy ché
Hién trang | bao dam an toan thong tin mang trong hoat dong tng dung cong
ngh¢ thong tin nganh y t€ Ca Mau.

.| Tham muu Lanh dao bénh vién phé duyét tai liéu mo ta thiét ké
Phwong an | | . Y R .
va cac thanh phan cua hé thong thong tin.

4.1.5. Khi c6 thay ddi thiét ké, danh gia lai tinh phu hop ciia phwong
an thiét ké doi véi cac yéu ciu an toan diit ra doi véi hé thong

C6 quy dinh khi co thay dbi thiét ké, danh gia lai tinh phu hop
Yéu cAu | ciia phuong an thiét ké d6i voi cac yéu cau an toan dit ra di véi
hé thong

Dap ung (Tham chiéu Diéu 6, Piéu 7 Quy ché bdo dam an toan
Hién trang | thong tin mang trong hoat dong ung dung cong ngh¢ thong tin
nganh y té Ca Mauy).

Thiét ké an toan hé thong thong tin

Phwong an | Khi co thay d6i thiét ké, danh gi lai tinh phu hop cua phuong an
thiét ké ddi v6i cac yéu cau an toan dit ra ddi véi hé thong.
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4.2. Phat trién phan mém thué khoan

4.2.1. C6 bién béan, hop ddng va cac cam két doi véi bén thué khoan cac
ndi dung lién quan dén viéc phat trién phan mém thué khosn

. Co bién béan, hop dong va cac cam két doi voi bén thué khodn céc
Yeéu cau n A L on Y A A A .
noi dung lién quan dén viéc phat trién phan mém thué khoan

Hién trang | Dap ing

Quy dinh di voi viéc phat trién phan mém thué khoan:

Phwong an | C¢ bién ban, hop dong va cac cam két doi v6i bén thué khoan céc
nd1 dung lién quan dén viéc phat trién phan mém thué khoan.

4.2.2. Yéu cau cac nha phat trién cung cap ma nguon phan mém

. Co quy dinh yéu cau cic nha phat trién cung cap ma ngudn phan
Yeéu cau N
mem

Hién trang | Dap tng

Quy dinh d6i voi viée phat trién phan mém thué khoan:

Phwong 4n Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy
dinh vé viéc yéu cu cac nha phat trién cung cdp mi ngudn phan

mém.

4.3. Thir nghiém va nghiém thu hé thong

4.3.1. Thwe hién kiém thir hé thong trwéc khi dwa vao van hanh, khai
thac sir dung

C6 thue hién kiém thir hé thong trude khi dua vao van hanh, khai

Yéu cau
thac s dung

Hién trang | Dap ung

Quy dinh d6i voi viée thir nghiém va nghiém thu hé thong:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy
dinh vé viéc thuc hién thir nghiém va nghiém thu hé théng trude
khi ban giao va dua vao st dung.

Phwong an
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4.3.2. C6 ndi dung, ké hoach, quy trinh thir nghiém va nghiém thu hé
thong

o C6 yéu cau vé ndi dung, ké hoach, quy trinh thir nghiém va
Yeéu cau A A o1 A
nghiém thu hé thong

Hién trang | Pap tmg mot phan

Quy dinh ddi véi viéc thu nghi¢m va nghiém thu hé théng:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy
dinh vé viéc c6 nodi dung, ké hoach, quy trinh thir nghiém va
Phwong an | nghiém thu hé thong.

B6 sung quy trinh thir nghiém va nghiém thu hé théng tai du thao
Ouy ché thir nghiém va nghiém thu hé théng trong vong 06 thang
ké tir khi HSDXCP duoc phé duyét.

4.3.3. C6 b phan ¢6 trach nhiém thuc hién thir nghiém va nghiém thu
hé thong

C6 bd phan c6 trach nhi¢m thyc hién thir nghiém va nghiém thu

Yéu cu :
hé thong

Hién trang | Dap ung

Quy dinh dbi vé6i viéc thir nghi¢m va nghiém thu h¢ théng:

Phuong én Yéu cau ndi dung quy ché bao dam ATTT hién tai phai co quy
dinh vé viéc c6 bd phan co trach nhiém thyc hién thir nghiém va

nghiém thu hé théng.

5. Quan ly van hanh hé thong thong tin
5.1. Quan ly an toan mang

5.1.1. Quan Iy, vin hanh hoat dong binh thuong ciia h¢ thong

~ x C6 quy dinh vé quan 1y, van hanh hoat dong binh thuong cta hé
Yeéu cau théng

bap ting

Hién trang | (Tham chiéu Piéu 6, Diéu 7, Piéu 8, Piéu 9, Diéu 10 Quy ché
bao dam an toan thong tin mang trong hoat dong ing dung cong
nghé thong tin nganh y té Ca Mauy).
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Quan ly, van hanh hoat dong binh thuong ctia hé théng may chu
va dich vu

a) Bao dam cho hé diéu hanh, phan mém cai dit trén may chu
hoat dong lién tuc, 6n dinh va an toan.

b) Thuong xuyén kiém tra cu hinh, céc file nhat ky hoat dong
cua hé diéu hanh, phan mém nham kip thoi phat hién va xir 1y
nhirng su ¢0 néu co.

Phuong 4n | ¢) Quén 1y cic thay ddi cau hinh k¥ thuat ctia hé diéu hanh,
phan mém.

d) Thudng xuyén cép nhat cac ban va 16i hé diéu hanh, phan
mém tur nha cung cap.

e) Loai bo cac thanh phan ciia hé didu hanh, phan mém khong
can thiét hoac khong con nhu cau sur dung.

f) Cac ban quyén phan mém can duogc théng ké, quan 1y thoi
gian han phuc vu cho viéc gia han.

5.1.2. Cap nhit; sao luu du phong cac tip tin cAu hinh hé thong va khoi
phuc hé thong sau khi xay ra sw ¢b

s C6 quy dinh vé cap nhat; sao luu du phong cac tap tin cau hinh
Yéu cau o1 A 1A 1A . X
hé thong va khoi phuc h¢ thong sau khi xay ra sy co

Tham chiéu Piéu 10 Quy ché bao dam an toan thong tin mang
Hién trang | trong hoat dong rng dung cong nghé thong tin nganh y té Ca
Mau.

Cép nhat, sao luu dy phong va khoi phuc sau khi xay ra su cd:
Trién khai hé thong va phwong tién luu trit doc 1ap v6i hé thong
lwru trit trén cac may chi dich vy dé sao luu du phong; phan loai
Phwong 4n | va quan ly thong tin, dir li€u dugc luu trit theo tung loai/nhom
thong tin dugc gan nhan khac nhau; thyc hién sao luu, du phong
cac thong tin, dit liéu co ban sau: tap tin cAu hinh hé thdng, anh
hé diéu hanh may chu, CSDL; dit liéu, thong tin nghiép vu.

5.1.3. Truy cip va quan 1y cAu hinh hé thong

Yéu cAu | Truy cdp va quan Iy cdu hinh hé thong

Dép ung (Tham chiéu Piéu 8 Quy ché bao dam an toan théng tin
Hién trang | mang trong hoat dong vimg dung cong nghé thong tin nganh y té
Ca Mau,).
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Truy cép va quan Iy cau hinh hé thong: Can bd quan 1y, nhan
vién van hanh truy cap, khai thac thong tin tai Trung tam dir li¢u
Phwong 4n | theo trach nhiém va phan quyén dugc quy dinh; viéc khai thac
thong tin phai bao dam nguyén tdc bao mat, khong duogc tu y
cung cip thong tin ra bén ngoai.

5.2. Quan ly an toan may chi va &ng dung
Chinh sach, quy trinh quan 1y an toan may chii va img dung bao gom:

5.2.1. Quan Iy, van hanh hoat dong binh thuong ciia hé thong may chi
va dich vu

< C6 quy dinh vé quan 1y, van hanh hoat dong binh thuong cta hé
Yeéu cau £ . S
thong may chu va dich vu

Dap tng (Tham chiéu Diéu 9, Piéu 10 Quy ché bdo dam an toan
Hién trang | thong tin mang trong hoat dong ung dung cong nghé thong tin
nganh y té Ca Mau).

Quan 1y, van hanh hoat dong binh thuong ctia hé thong may chi
va dich vu:

a) Bao dam cho hé diéu hanh, phﬁn mém cai dit trén may chu
hoat dong lién tuc, 6n dinh va an toan.

b) Thuong xuyén kiém tra cdu hinh, cac file nhat ky hoat dong
cua hé diéu hanh, phan mém nham kip thoi phat hién va xir ly
nhitng su c6 néu co.

Phwong an | ¢) Quan 1y cac thay ddi cau hinh k§ thuét ctia hé diéu hanh,
phan mém.

d) Thudng xuyén cdp nhat cac ban vé 16i hé diéu hanh, phan
mém tr nha cung cap.

d) Loai bo cac thanh phan ctia hé diéu hanh, phan mém khong
can thiét hoac khong con nhu cau sur dung.

e) Cac ban quyén phan mém can duogc thdng ké, quan 1y thoi
gian han phuc vu cho viéc gia han.

5.2.2. Truy cap mang cia may chu

Yéu cdu | Co6 quy dinh quan ly truy cip mang ciia may chu

Hién trang | Dap ung

, Truy cAp mang ctia may chi: Bao dam cac két ndi mang trén ma
Phuong 4n y cap mang y ang y

chu hoat dong lién tuc, 6n dinh va an toan. Cau hinh, ki€m soat
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cac két ndi, cac cong dich vu tir bén trong di ra cling nhung bén
ngoai vao hé thong.

523.T

ruy cap va quan tri may chua va ung dung

Yéu cau

C6 quy dinh quan ly truy cap va quan tri may chu va ing dung

Hién trang

Dap tng

Phuong an

Truy cip va quan tri may chu va irng dung;:

a) Thay doi cac tai khoan, mat khau mic dinh ngay khi dwa hé
diéu hanh, phan mém vao st dung.

b) Cip quyén quan 1y truy cap cua ngudi sir dung trén may cha
cai dat h¢ diéu hanh.

¢) Toan bd may chu va thiét bi cong nghé thong tin khong phai
may tinh ngoai trir cac hé thong bat budc phai co giao tiép véi
Internet (cac hé théng phuc vu truy cap Internet; cung cip giao
dién ra Internet cua trang tin dién tir, dich vu cong, thu dién ti;
phuc vu cé@p nhat ban va h¢ diéu hanh, miu mi doc, mau diém
yéu, mau tdn cong) khong duogc két ndi Internet.

524.C

ap nhat, sao lvu dw phong va khéi phuc sau khi xay ra sw c6

Yéu cau

C6 quy dinh vé cap nhat, sao luu du phong va khoi phuc sau khi
X4y ra sy ¢d

Hién trang

Dép ang (Tham chiéu Piéu 10 Quy ché bao dam an toan théng
tin mang trong hoat dong umg dung cong ngh¢ thong tin nganh y
te Ca Mau).

Phuong an

Cap nhat, sao luu dy phong va khoi phuc sau khi xdy ra su cd:
Trién khai hé thong/phuong tién luu trir doc 1ap v6i hé théng luu
trr trén cac may chu dich vu dé sao luu du phong; phan loai va
quan ly thong tin, dir liéu duoc luu trir theo ting loai/nhém thong
tin dugc gan nhan khac nhau; thuc hién sao luu, du phong cac
thong tin, dir li¢u co ban sau: tap tin c4u hinh hé théng, anh hé
diéu hanh may chu, CSDL; dir li¢u, thong tin nghiép vu.
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5.3. Quan ly an toan dir liéu

5.3.1. Chinh sach, quy trinh du phong va khoi phuc dir liéu

Yéu ciu | C6 chinh sach, quy trinh du phong va khoi phuc dit liéu

Dap ung (Tham chiéu Piéu 10 Quy ché bdo dam an todn thong
Hié¢n trang tin mang trong hoat dong ung dung cong nghé thong tin nganh y
tée Ca Mau).

Yéu cau an toan doi véi phuong phap ma hoa

a) Bénh vién ap dung quy dinh str dung cac phuong thirc ma hoa
thich hop theo cac chudn qubc gia hodc qudc té da duoc cong
nhén dé bao vé thong tin.

b) C6 bién phap quan 1y khoa ma hoa thich hop dé hd tro viéc sir

Phuong 4n | dung céc ky thudt ma héa.

2. Phan loai, quan ly va str dung khoa bi mat va dit liéu ma hoa.
3. Co ché ma hoéa va ki€ém tra tinh nguyén ven cua dit liéu.

4. Sao luu du phong va khoi phuc dit lidu (tdn suat sao luu du
phong, phuong tién luu tri, thoi gian luu trir; not luu trir, phuong
thirc luu trit va phuong thuc 1ay dit 1i€u ra khoi phuong tién luu
trir.

5.3.2. Pinh ky hoic khi cé thay ddi ciu hinh trén hé thong thwc hién
quy trinh sao luu dy phong: tip tin ciu hinh hé thong, ban dy phong hé diéu
hanh may chi, co s& dir li€u; dir li¢u, thong tin nghi€p vu

C6 quy dinh dinh ky hoic khi ¢ thay d6i cau hinh trén hé thong
Yéu i thyc hién quy trinh sao lwu du phong: tap tin cdu hinh hé théng,
WA ban du phong hé didu hanh méay chi, CSDL; dit lidu, thong tin

nghi€p vu

Hién trang | Dap ung.

Dinh ky hoic khi c6 thay doi cAu hinh trén hé théng thuc hién
quy trinh sao luu dy phong: tap tin cu hinh hé thdng, ban du
Phwong an | phong hé diéu hanh may chu, CSDL; dir li€u, thong tin nghi¢p
vu. Ban sao luu duoc luu trix toi thiéu thanh 02 ban va duge luu
trir & hai dia chi khac nhau.
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5.4. Quan ly sw c6 an toan thong tin

5.4.1. Phan nhém sy c6 an toan thong tin mang

Yéu cAu | C6 quy dinh vé phan nhém su ¢d an toan thong tin mang

Dap tng (Tham chiéu Piéu 12 Quy ché bdo dam an todn thong
Hié¢n trang tin mang trong hoat dong ung dung cong nghé thong tin nganh y
tée Ca Mau).

1. Phan loai murc d nghiém trong cua cac sy c0, bao gom:

a) Thap: su cd gdy anh hudng ca nhan va khong 1am gian doan
hay dinh tr¢ hoat dong chinh cua don vi: may tinh tram bi nhiém
phan mem doc hai, phan mém hé diéu hanh, cac phan mém tng
dung cai dit trén may tinh c4 nhan phat sinh 16i;

b) Trung binh: su ¢6 anh huéng dén mot nhém ngudi ding nhung
khong gy gidn doan hay dinh tré hoat dong chinh cia don vi: h¢
théng mang cua 1 (mot) khoa, phong, ban, trung tim thudc don
vi bi ngung hoat dong, phan mém dodc hai 1y nhiém tat ca céac
may tinh tram trong 01 khoa, phong, ban, trung tam;

Phuong an ¢) Cao: sy ¢6 1am cho thiét bi, phan mém hay hé théng khong thé

st dung dugc va c6 anh hudng dén hoat dong ctia don vi: hé théng
quan 1y vin ban va diéu hanh, hd so cip phép, mot cira dién tir
ctia don vi bi ngung hoat dong, mot sb thiét bi cong nghé thong
tin quan trong (bd chuyén mach trung tam, thiét bi dinh tuyén,
thiét bi tuong lira, may chu quéan 1y tip tin chung,) bi hu hong;

d) Khan céip: su ¢b anh huong dén su lién tuc cua nhiéu hoat dong
chinh ctia don vi: toan bd hé thdng thiét bi cong nghé thong tin,
hé thong cung cap dién ngiing hoat dong, hé thong trang thong
tin dién tir bi tin tic (hacker) tan cong, xam nhap, thay doi ndi
dung...

5.4.2. Phwong an tiép nhén, phat hién, phén loai va xir Iy ban dau su
6 an toan thong tin mang

Yéu el C6 phuong an tiép nhén, phat hién, phan loai va xur 1y ban dau sy
€u cau . .
cO an toan thong tin mang
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Hién trang

Dép ang (Tham chiéu Piéu 12 Quy ché bdo dam an toan théng
tin mang trong hoat dong umg dung cong ngh¢ thong tin nganh y
te Ca Mau).

Phwong an

Quy trinh g ctru su ¢b an toan thong tin mang théng thudng va
nghiém trong theo quy dinh tai Diéu 12 Quyét dinh s6 1361/Qb-
SYT.

5.4.3. Ké hoach irng phé sw ¢6 an toan thong tin mang

Yéu cau

X4y dung ké hoach tng pho su ¢b an toan thong tin mang

Hién trang

Tham chiéu Khoan 3,4 Piéu 12 Quy ché bao dam an toan thong
tin mang trong hoat dong timg dung cong ngh¢ thong tin nganh y
t¢ Ca Mau.

Phwong an

T6 CNTT tham muu chinh sach, quy trinh quan 1y su ¢6 an toan
thong tin.

5.4.4. Giam sat, phat hién va canh bao sw ¢ an toan thong tin

Yéu cau

C6 quy dinh vé quan Iy giam sat, phat hién va canh bao su ¢ an
toan thong tin

Hién trang

Dép tng. (Tham chiéu Diéu 12 Quy ché bio dam an toan théng
tin mang trong hoat dong wng dung cong nghé thong tin nganh y
té Ca Mau).

Phwong an

C6 phuong an va diéu dong nhan luc c6 kinh nghiém thyc hién
giam sat, phat hién va canh bao su ¢ an toan thong tin, phdi hop
v6i cac don vi chuyén trach vé ATTT dua ra canh bao som vé
nguy co mat ATTT trong hé thong.

Pbi v6i nguoi dung: Thong tin, bao cio kip thoi cho can bd
chuyén trach vé ATTT ctia Bénh vién khi phat hién cac su c¢b gay
mat ATTT trong qua trinh tham gia vao hé thong thong tin; Phbi
hop tich cuc trong subt qué trinh giai quyét va khic phuc su cd.

5.4.5. Quy trinh ng ctru sy c6 an toan thong tin mang thong thuong

Yéu cau

C6 quy trinh ng ctru su ¢b an toan thong tin mang théng thuong
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Dap Gng (Tham chiéu Khodn 4, Piéu 12 Quy ché bdo dam an
Hién trang | roan thong tin mang trong hoat dong ung dung cong nghé thong
tin nganh y te Ca Mau).

, | T6 CNTT c6 trach nhiém tham muu chinh sach, quy trinh quan
Phwong an |, £ \ A
1y su cO an toan thong tin.

5.4.6. Quy trinh ng ctru sy c6 an toan thong tin mang nghiém trong

Yéu ciu | Co quy trinh g ctru sy ¢6 an toan thong tin mang nghiém trong

Dap ung (Tham chiéu Piéu 12 Quy ché bdo dam an toan théng
Hién trang tin mang trong hoat dong ung dung cong ngh¢ thong tin nganh y
te Ca Mau).

, | T6 CNTT c6 trach nhiém tham muu chinh sach, quy trinh quan
Phwong an | z . . i
1y su cO an toan thong tin.

5.4.7. Co ché phdi hop véi co quan chirc ning, cic nhém chuyén gia,
bén cung cap dich vu hd tro trong viéc xir 1y, khiic phuc sw ¢6 an toan thong
tin

C6 quy dinh vé co ché phoi hop vdi co quan chire nang, cac nhom
Yéu cau | chuyén gia, bén cung cap dich vu ho trg trong viéc xur 1y, khac
phuc su ¢6 an toan thong tin

Dép tng (Tham chiéu Piéu 12 Quy ché bdo dam an toan théng
Hién trang tin mang trong hoat dong ung dung cong ngh¢ thong tin nganh y
te Ca Mau).

Phéi hop véi co quan chirc ning, cac nhém chuyén gia, bén cung
cép dich vu ho trg trong vi¢c xu 1y, khic phuc su ¢ an toan thong
Phuwong 4n | tin; Yéu cau bén cung cép, hd tro cung cip quy trinh xir 1y su ¢d
cho céc dich vu do bén cung cap, hd trg cung cép lién quan dén
hé thong

5.5. Quan Iy an toan nguoi sir dung dau cudi

5.5.1. Quan ly truy cap, sir dung tai nguyén ndi bo

Yéu cAu | Co6 quy dinh vé quan 1y truy cap, str dung tai nguyén ndi bo
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Hién trang

Dap Gng (Tham chiéu Diéu 8 Quy ché bdo dam an toan théng tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té
Ca Mauy).

Phuong an

Quan ly truy cap, sir dung tai nguyén ndi bo:

a) Nguoi su dung khi truy cdp, str dung tai nguyén noi bo, truy
cap mang va tai nguyén trén Internet phai tuan thu cac quy dinh
ctia phap ludt vé bao dam an toan thong tin va cic quy dinh cta
Bénh vién.

b) Khi cai dit, két ndi may tinh/thiét bi dau cudi phai thuc hién
theo hudng dan/quy trinh dudi sy giam sat cia T6 CNTT.

¢) May tinh/thiét bi dau cudi phai duoc xir Iy diém yéu an toan
thong tin, cdu hinh ctng hoa bao mat trude khi két ndi vao hé
thong.

5.5.2. Quén ly truy cap mang va tai nguyén trén Internet

Yéu cau

C6 quy dinh vé quan 1y truy cap mang va tai nguyén trén Internet

Hién trang

Dép tng (Tham chiéu Piéu 7, 8, 15 Quy ché bao dim an toan
thong tin mang trong hoat dong ung dung cong nghé thong tin
nganh y tée Ca Mau).

Phwong an

Quan ly truy cdp mang va tai nguyén trén Internet:

a) Nghiém tc chdp hanh cac quy ché, quy trinh ndi bd va cac
quy dinh khac ctia phap luat vé an toan thong tin mang. Chiju trach
nhiém bao dam an toan thong tin mang trong pham vi trach nhi¢m
va quyén han duoc giao.

b) C6 trach nhiém tu quan 1y, bao quan thiét bi, tai khoan, tmg
dung ma minh duoc giao sir dung.

¢) Khi phat hién nguy co hodc su ¢6 mit an toan thong tin mang
phai bao c4o ngay véi cap trén va T6 CNTT dé kip thoi ngdn chin
va xu ly.

d) Tham gia cac chuong trinh dao tao, hoi nghi vé an toan thong
tin mang dugc tinh hodc don vi chuyén mén t chirc.

e) Khong truy cap vao cac hé thong thong tin cong cong khong
rd vé ndi dung hodc c6 ndi dung phan cam, khong phi hop véi
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thuan phong my tuc ctia Viét Nam. Khong doc thu dién tir hoic
tai t€p tin dinh kem trong thu khong rd nguoi gui; Khong kich
hoat cac duong lién két c6 dau hiéu khong rd rang.
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PHU LUC II. THUYET MINH PHUONG AN KY THUAT DPOI VOI
HE THONG THANH PHAN CAP DQ 2

Hé thong thong tin: Quén 1y va diéu hanh thong tin tai Bénh vién Mat - Da

1idu tinh Ca Mau duoc dé xuat 1a cap do 2. Do d6, cac may chu dugc sir dung dé
trién khai hé thong va cac thanh phan khac trong hé thong nhu ha ting mang, hé

théng

lwru trix,. . .duoc thuyét minh phuong 4n dap tng yéu cau cap do 2 nhu sau:
1. Bdo ddm an toan mang
1.1. Thiét ké hé thong

a) Cac ving mang trong hé thong:

STT

Yéu ciu P/A Ghi chiw/Mb ta

) La vung dat cac may tram va cac
Vung mang ndi bo (LAN) | Cé o & .. v
thiét bi ngoai vi

Két ndi hé théng vO1 mang Internet

2 | Vung mang bién Co . A
va mang dién rong
biat may chu WEBAPP, cho phép
3 | Vung DMZ Khéng | truy cép truc tiép tir cdc mang bén
ngoai va mang Internet.
4 | Vung may cha ndi bo C6 | La vung dat may chu co sé dir ligu.
b) Phuong an bao dam an toan thong tin
STT Yéu chu P/A Ghi chi/Mb ta
Phuong 4n quan ly Str dung Tuong Itra Generic Firewall ¢
1 |truycap, quantrihé | C6 |tich hop chirc ning VPN dé quan 1y truy
théng tir xa an toan cap, quan tri hé théng tir xa an toan.
Phuong an quan ly
% O{ . ’y St dung Tuong ltra Generic Firewall co
riy cep gl cac tich hop chirc nang IPS dé quan Iy truy ca
2 |vung mang va|N/A b 8 a y Ty cap

phong chéng xam gilta cac ving mang va phong chdng xam
X A
nhap nhap.
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du
phong cho cac thiét

Phuong an
Co

bi mang chinh

1.2. Kiém sodt truy cdp tir bén ngodi mang

STT Yéu chu P/A Ghi chi/Mb ti
Thiét 13p hé thong chi cho Hé théng str dung Tuong ltra Generic
phép str dung cac két ndi Firewall c¢6 tich hop chirc ndng VPN
mang an toan khi truy cap duoc thiét 1ap chi cho phép két ndi
1 | thong tin ndi bd hodic quan | C6 | mang c6 hd trg ma hoa, xac thuc khi
tri hé théng tor cac mang truy cap thong tin ndi by hoac quan tri
bén ngoai va mang hé théng tir cic mang bén ngoai va
Internet mang Internet.
Kiém soét truy cap tir bén Tuong loa Generic Firewall duogc
ngoai vao hé thong theo thiét 1ap chi cho phép kiém soat truy
tung dich vy, img dung cu cap tor bén ngoai vao h¢ théng theo
5 thé; chan tat ca truy cap toi Co tl?:ng dich vy, itng dung cu thé; chan
cac dich vy, rng dung ma tat ca truy cap toi cac dich vu, ung
hé thong khong cung cép dung ma hé thdng khong cung cip
hodc khong cho phép truy hodc khong cho phép truy cap tir bén
cap tir bén ngoai ngoai
Thiét 1ap gidéi han thoi gian cho
Thiét 1ap giéi han thoi (timeout) dé dong phién két ndi khi hé
gian chd (timeout) dé théng khong nhan dugc yéu ciu tir
3 | dong phién két ndi khi hé | Co6 | nguoi ding trén Tudng lira Generic

théng khong nhan dugc
yéu cau tir ngudi dung.

Firewall va ngit phién két ndi VPN
khi nguoi dung khong thao tic st
dung trong 1 khoang thoi gian

1.3 Kiém sodt truy cdp tiv bén trong mang

STT

Yéu cau

P/A

Ghi chi/Mé ta

Chi cho phép truy cap cac
ung dung, dich vu bén
ngoai theo yéu cau nghiép

Co

Chinh sach kiém soat truy cap tir cac
ving mang trong hé thng di ra cac

mang bén ngoai va mang Internet
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vu, chan cac dich vu khac
khong phuc vu hoat dong
nghiép vu theo chinh sach
cta to chirc

Firewall

duoc thiét 1ap trén Tudng ltra Generic

1.4. Nhat ky hé thong

A Thiét 1ap chirc nang ghi, | Sir dung mdy cha thoi gian
Yeéu cau Y N 2 ax N
luu trir nhat ky hé thong | trong h¢ thong dé dong bo thoi
. trén cac thiét bi hé thong | gian
Thiét bi
Router outsite/ +
Router 1Gate N
GW240-H
SW D-Link DGS- N
1024C
WAF/WAF N
v2secure
1.5. Phong chong xam nhip
STT Yéu ciu P/A Ghi chi/Mb ta
C6 phuong an phong chong D4 Str dung Tuong Itra Generic Firewall
, a ,
1 | xam nhdp dé bao v¢ cac 1’mp co tich hop chtrc ndng IPS dé bao vé
ving mang trong hé théng 5 cac ving mang trong hé théng
Pinh ky cap nhat CSDL dau B3 Thuc hi¢n dinh ky cap nhat CSDL dau
r a I
2 | hiéu phat hién tin cong 1,1 P hiéu phat hi¢én tan cong mang trén
n
mang 5 Tuong Itra Generic Firewall.

1.6. Bdo vé thiét bi hé thong

Yéu cau

Céu hinh chuc
nang xac thuc
trén cac thiét bi

Chi cho phép su
dung cac két ndi
mang an toan khi

Han ché cac dia chi
mang c6 thé két ndi,
quan tri thiét bi tir xa
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. truy cap, quan tri
Thiet b thiét bi tir xa
Router 1Gate
+ + +
GW240-H
Firewall + + +
SW D-Link DGS-
+ + +
1024C
WAF/WAF
+ + +
v2secure
2. Bao dam an toan may chu
2.1. Xdc thuc
Thiét 1ap | Thay  d6i | Thiét 1ap chinh saéch mat khau an
Yéu ciu chinh sach | cac tai | toan: Yéu cau thay d6i mat khau
xdc  thuc | khoan mic | mic dinh; Thiét 1ap quy tac dat
trén  may | dinh trén hé | mat khau vé so ky tu, loai ky tu;
chu thong hodc | Thiét 1ap thoi gian yéu cau thay
May chi v6 hiéu hoa | d6i mat khau; Thiét 1ap thoi gian
mat khau hop 1¢
Web Server (may
ao, vat ly)/Cai dat
Web—App/Vun.g N N N
DMZ/ Window
Server 2014, 2016,
2019/ Ubuntu 18.04
Database Server
(may 4o)/Cai dat
SQL server 2014,
MySql Server, IBM
Domino Server, + + +

PostgreSQL Server,
Mysql mariadb
Server 10, Oracle
server 11gR2/Vung
may chu ndi bd/

34




Window
2019, Linux

Server

2.2. Kiém sodt truy cdp

Yéu cau

May chu

Chi cho phép str dung
cic két nbéi mang an
toan khi truy cap, quan

tri may chu tur xa

Thiét 1ap gi6i han thoi gian cho
(timeout)

Web Server (may 4ao,
vat ly)/Cai dat Web-
App/Vung DMZ/
Window Server 2014,
2016, 2019/ Ubuntu
18.04

Database Server (may
ao)/Cai dat SQL server
2014, MySql Server,
IBM Domino Server,
PostgreSQL  Server,
Mysql mariadb Server
10, Oracle server
11gR2/Vung may chu
noi bd/ Window Server
2019 va Linux

2.3. Nhit ky hé thong

Thiét 1ap lap

Pong b thoi gian

Luu nhat ky hé

Yéu ciu chirc ning ghi | gitta may chil véi | thong trong khoang
nhat ky hé | may chu thoi gian | thoi gian tdi thiéu la
théng trén cac 01 thang
may chu

May chu

Web Server (may 4o,

vat ly)/Cai dat Web- + + n

App/Vung DMZz/
Window Server 2014,
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2016, 2019/ Ubuntu
18.04

Database Server (may
ao)/Cai dat SQL
server 2014, MySql
Server, IBM Domino

Server, PostgreSQL
Server, Mysql + + +
mariadb Server 10,
Oracle server
11gR2/Vung may chu
noi  bo/ Window
Server 2019 va Linux
2.4. Phong chong xdm nhap
 x Loai bo cac | Su dung | V6 hi€u hoéa | Thuc hién
Yeéu cau .. , . , , .. , A £ ,
tai  khodn | tuong Itra cua | cac giao thirc | ndng cap, xu
khong  sir|hé diéu hanh | mang khong |1y diém yéu an
dung, céac|vahé théng dé | an toan, cac |toan thong tin
tai  khoan | cAm céc truy | dich vu h¢ | trén may chu
May chu khong con | cap trai phép théng khong | trudc khi dua
hop I¢ trén | téi may chu st dung vao st dung
may chu
Web Server (may 4o,
vat ly)/Cai dat Web-
App/Vung DMZz/ N N N N
Window Server 2014,
2016, 2019/ Ubuntu
18.04
Database Server (may
ao)/Cai dat SQL
server 2014, MySql
Server, IBM Domino
Server, PostgreSQL + + + +
Server, Mysql
mariadb Server 10,
Oracle server
11gR2/Vung may chu
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noi  bo/ Window
Server 2019 va Linux

2.5. Phong chong phan mém dpc hai

Yéu cau

May chu

Cai dat phan mém phong
chéng ma doc va thiét 1ap ché
do tu dong cap nhat

Kiém tra, do quét, xur Iy phan
mém doc hai cho cic phan
mém trudc khi cai dat

Web Server (mdy 4o,
vat ly)/Cai dat Web-

App/Vung DMZ/ N N
Window Server 2014,
2016, 2019/ Ubuntu
18.04
Database Server (may
ao)/Cai  dat SQL
server 2014, MySql
Server, IBM Domino
Server, PostgreSQL
Server, Mysql + +
mariadb Server 10,
Oracle server
11gR2/Vung may chu
no1  bo/ Window
Server 2019 va Linux
2.6. Xwr ly may chu khi chuyén giao
STT Yéu ciu P/A Ghi chi/Mb ta
Hién tai chua c6 phuong an
huyén giao cho don vi kh4
C6 phuong an x6a sach thong cquyen g1ao~c (,) onvi ?C
.  ten A , s , su dung. S€ c6 phuong an
tin, dr li€u trén may chu khi| Dép , R , o
1 JO . .. ] x0a sach thong tin, dit li€u
chuyén giao hodc thay déi muc | ung n , , . 2
A trén may cha khi chuyén
dich str dung ) . .. .
giao hoac thay d6i muc dich
su dung
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3. Bdo dam an toan wng dung

3.1. Xdc thuc

Thiét 1ap céau|Luu trir ¢6 mad | Thiét 1ap céu|Han ché sb
hinh tng dung | hoa thong tin | hinh tng dung | lin dang

Yéu ciu dé x4c thuc|x4ac thuc hé|dé dam bao an nhap sal
ngudi st dung | thong toan mat khau | trong khoang
khi truy cap, nguoi st dung | thoi gian
quan tri, cAu hinh nhat dinh véi

Ung dung ung dung téi, khoan

nhat dinh

H¢ thong

quan ly va

dicu  hanh

thong tin tai + + + +

Bénh vién

Mit - Da liéu

tinh Ca Mau

3.2. Kiém sodt truy cdp

Chi cho phép sur
dung cac két ndi

Thiét 1ap gii han

thoi gian  cho

Gidi han dia chi mang
quan tri dugc phép truy

Yéu ciu mang an toan khi | (timeout) dé dong | cap, quan tri ung dung

truy cdp, quan tri | phién két ndi khi | tir xa

ung dung tir xa ung dung khong

nhan duoc yéu
Ung dung chu tir ngudi dimg
Hé thdng quan
ly va diéu hanh
thong tin tai
+ + +

Bénh vién Mit -
Da liéu tinh Ca
Mau
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3.3. Nhdt ky hé thong

Yéu cau

ffng dung

Ghi nhat ky hé théng bao gdm
nhitng thong tin co ban sau: (1)
Théng tin truy cdp tng dung (2)
Thong tin dang nhdp khi quan tri
tng dung; (3) Thong tin céac 1di
phat sinh trong qua trinh hoat dong
(4) Thong tin thay ddi cau hinh tng

dung.

Nhat ky hé thdng phai duoc
luu trir trong khoang thoi
gian t6i thiéu 1 01 thang

Hé thong quan
ly va diéu hanh
thong tin tai
Bénh vién Mit -
Da liéu tinh Ca
Mau

3.4. An toan ieng dung va ma nguon

Yéu cau

ffng dung

C6 chirc nang kiém tra tinh hop 1¢ ctia thong tin, dir liéu dau vao

trude khi xir 1Y

Hé thong quan
ly va diéu hanh
thong tin tai
Bénh vién Mit -
Da liéu tinh Ca
Mau

4. Bao dam an toan dir liéu

4.1 Bio mgt di ligu

STT Yéu ciu P/A Ghi chi/M3 ta
Luu trit c6 ma hda cac thong tin, o .
o A e Dt liéu dugc nén va duoc
dir liéu (khong phai la thong tin, ) oo
1 C6 | luu trt ma hoa st dung EAS

dir liéu cong khai) trén hé thong
luu trit/phuong tién luu triv

256
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4.3 Sao luu dw phong

STT Yéu cau P/A Ghi chu/Mbo ta

» . . Co6 thuc hién sao luu du

Thuc hién sao luu du phong cac . o
) _ o . phong cac thong tin, dir li¢u

thong tin, ditr liéu co ban sau: . R

R o ) co ban sau: tap tin cau hinh
tap tin cau hinh h¢ thong, ban ] g ) . )
1 C6 | hé thong, ban du phong hé

dy phong hé diéu hanh may
chu, CSDL; dir liéu, thong tin

nghi€p vu

diéu hanh may chu, CSDL;
dir 1i€u, thong tin nghiép vu

trén 6 cung di dong
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